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New opportunities for vehicular Internet of Things (IoT) services using current and modern rational transportation system, along with newer 

challenges for vehicular ad-hoc networks (VANETs). Along with improved network performance, a workable and trustworthy security 

system is required to handle trust management while maintaining user privacy. A key technology for extremely dependable, low-latency 

wireless communication services is the newly developed 5G mobile communication system. Additionally, the software-defined network 

(SDN) design allows for network control and worldwide data collection within the 5G-VANET. As a result, real-time IoT services for 

monitoring and reporting on transportation can be effectively supported. Both open the door for a cutting-edge automobile security system. 

This paper investigates the security and privacy issue in the transportation system and the vehicular IoT environment in SDN-enabled 5G-

VANET. A blockchain-based security framework is created to support the vehicular IoT services, such as real-time cloud-based video 

reporting and trust management on vehicular messaging, due to the decentralised and immutable nature of blockchain. The 5G-VANET 

model with SDN support and the framework's scheduling processes are specifically illustrated in this study. The outcomes of the numerical 

simulation also demonstrate that it is possible to detect malicious vehicular nodes or communications while maintaining acceptable overhead 

and network performance impacts in large-scale scenarios. We show how our design considerably ensures a secure and reliable vehicle IoT 

environment with user privacy preserved through case studies and theoretical analysis.  
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I. INTRODUCTION  

A. BACKGROUND OF THE VEHICULAR IOT IN SDN-ENABLED 5G-VANET 

The current intelligent transportation system needs vehicle ad hoc networks to manage new opportunities and constraints 

(VANETs). To keep people's trust and protect their privacy, a reliable and effective security solution is needed. The network 

will also operate more effectively. Cellular services are now more dependable and appropriate thanks to new 5G mobile 

communication technology. [1,2,3] A unified platform is used by the 5G network's user-centric networking philosophy to satisfy 

service requirements [4]. As a result of the development of millimetre-wave [5] and huge multiple-input multiple-output 

(MIMO) arrays [6,] the newly assigned spectrum enables new air interfaces with improved spectral and energy efficiency. A 

strategy that makes use of both already-existing infrastructure and the anticipated access methods is also made possible by 5G. 

Users now have access to a greater variety of services. [7] 

The 5G-VANET is able to run its network and collect data on a global scale because it uses software-defined network (SDN) 

architecture. IoT services provide real-time reporting and tracking of shipments. Both give customers access to cutting-edge 

techniques for making cars safer. [8] On a 5G-VANET, which is made possible by SDN, this study explores security and 

privacy in IoT and transportation systems (IoT). A blockchain-based security architecture has been developed to enable 
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automotive IoT services, including real-time cloud-based video reporting and trust management on vehicular communications. 

Blockchain is decentralized and cannot be altered. [4]  

Some preliminary studies have looked into the integration of SDN with VANET. For instance, SDN offers an adaptive edge 

computing solution with regressive admission control and fuzzy weighted queueing to monitor and respond to changes in quality 

of service (QoS) in automotive networks [9]. In order to encourage the transmission of data, a cooperative data scheduling 

scheme that is integrated at road side units (RSUs) has also been created [10]. This scheme takes advantage of the synergy 

between vehicle-to-network (V2N) and vehicle-to-vehicle (V2V) communications. SDN can therefore greatly improve IoT 

services in a vehicle setting. 

This paper discusses the 5G-VANET model that supports SDN and the scheduling algorithm for the blockchain-based 

architecture. The outcomes of the numerical simulation also demonstrate the existence of malicious vehicle nodes or 

communications, the accuracy of the overhead, and the impact of these factors on the network's performance under heavy load. 

We demonstrate how our solution offers vehicles a dependable and secure Internet of Things (IoT) environment while 

preserving user privacy through case studies and theoretical research. 

B. SECURITY AND TRUST CONCERNS IN THE VEHICULAR IOT ENVIRONMENT 

Security for IoT on vehicles has grown in importance and received more attention. Because of the advancements in on-board 

sensing, processing, and communication capabilities, vehicles are becoming more autonomous. Vehicle networks are thus able 

to report information to the information operation or management centre and share enormous volumes of messages (such as 

high-definition films) among cars. Transmission of emergency data and messages enables new IoT services [11]. Furthermore, 

these warnings improve the administration's awareness of traffic problems, which improves the transportation system's safety. 

Conversely, it is challenging for cars in a VANET to collaborate and build confidence because they are effectively strangers to 

one another. The VANET's tremendous mobility and diversity make it challenging to rule out malicious vehicles or incorrect 

behavior in complex situations. Rogue automobile nodes' dissemination of false information puts the entire transportation 

system at risk. When a route is congested or has recently been in an accident, they can claim it is clear. Only dependable 

machinery and vehicles must send service connections in a secure IoT environment created by the VANET network. These 

communications need to be precise, trustworthy, and unchangeable. No one wants their personal information to be made public. 

Thus, each step of the message collection and delivery process must protect user privacy. Future development of car IoT services 

[12] will also need collaborative intelligence, spatiotemporal sensitivity, and trust without a centralized authority. 

A blockchain-based architecture is viewed as a workable choice in this essay. This architecture allows cars to have Internet of 

Things features like cloud-based live video streaming and secure texting between vehicles. An authorization is required for a 

vehicle to access the 5G-VANET. The legitimacy of the vehicle is confirmed by authorities who supply authentic private keys 

and public key certificates. If the car is found to be legal, it will be allowed to keep going while streaming real-time footage of 

the road. The method separates vehicle authentication data from the user identifying data to maintain user anonymity. The user 

cannot identify the driver or the other passengers. One vehicle transmits data on traffic and road conditions every minute. 

Authorities will examine all pertinent camera footage and traffic alerts after a collision. 

The following list of the most important contributions: 

We are initially creating a blockchain-based system for managing the trust. For the car to share information about road 

conditions with other vehicles, the traffic condition identifier must also be uploaded along with the video. The accuracy of an 

automobile's traffic broadcasts will be checked by other vehicles to prevent an attacked car from causing congestion by 

broadcasting false or malicious information. The distance between the vehicle that scores a tag and the vehicle that sends it 

through RSU is used to calculate a tag's trust value and pack it into blocks. 

This method uses proof-of-work and proof-of-stake to repeat elections (2). Only accurate traffic reports will be kept, while 

inaccurate ones will be deleted. Malevolent cars, or automobiles that disturb traffic order by providing a significant volume of 

false road information, will be temporarily outlawed once their source is identified as the system. Law-abiding drivers' safety 

and anonymity are of vital significance. 
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 A semi-centralized system to govern the integrity of video and road conditions is constructed and tested using centralized 

authentication and distributed trust management based on blockchain technology—theoretical analysis and numerical proof 

back up the framework's genius and scalability. 

The report is divided into the following sections: The second sentence introduces the pertinent work. The third section provides 

a general explanation of the suggested system model. The security features of a blockchain network are covered in Chapter IV. 

The test results and a risk assessment are discussed in Section V. Section VI is the sixth and last section of the essay. 

 

II. RELATED WORK 

Videoconferencing and similar services are required for vehicle networks. [13]. Real-time traffic footage may now be sent and 

stored thanks to VANET's integration of 5G. [14]. Automotive systems and industrial mobile computers have acknowledged 

the advantages of IoT cloud services. [15]. It could be challenging to establish the facts after a traffic collision from a forensic 

and investigative standpoint due to the numerous blind spots of roadside CCTV cameras. All cars connected to the network 

must take part in road monitoring, multi-angle real-time monitoring, and road condition reporting to guarantee data security in 

a VANET. The paper suggests a semi-decentralized strategy for upholding trust after examining the advantages and 

disadvantages of centralized, decentralized, and semi-decentralized systems. 

CENTRALIZED TRUST MANAGEMENT SYSTEM 

Suppose every vehicle in the VANET connects to the camera system and takes on the role of road security manager and 

supervisor. In that case, it will be much simpler to investigate traffic accidents. This would greatly simplify the investigation of 

automobile accidents. Furthermore, it reduces the serious safety problems that can arise when someone is watching, which is a 

huge advantage. The [18] team is now working on a cloud-based video gathering and analysis platform called Kestrel. It 

accomplishes this while gathering video data by utilizing comparatively affordable visual qualities. It allows for constant 

surveillance within a video network made up of stationary and moving cameras, which helps overcome confusing paths. It also 

connects the visual features of each vehicle. An Internet of Things that is large-scale and employs numerous hops can use a 

backpressure scheduling technique, which is also demonstrated in reference [19]. 

It will be much simpler to follow the information on the present condition of the roads if a search engine bases its results on the 

user's identification; however, this may jeopardize the privacy of video producers. Finding volunteers to send in the film will 

be challenging if there isn't already a well-established mechanism to handle the situation. People who use their vehicles as 

witnesses might not be aware that the videos recorded inside them can be used as evidence. Therefore, it is imperative to develop 

a method of gathering traffic data that considers people's privacy concerns while also allowing moving vehicles to send videos 

and data on the roadways. [13]. The revolutionary approach provided by the 17.1 can be used to record and distribute videos 

while you're on the go. This article describes how new network technologies affect wireless broadcasting in various 5G networks 

and suggests a novel system model for 5G-VANET. Thanks to technology improvements that verify the vehicle and encrypt 

the data, cars can now record and share road footage. It also shields the identity of the car involved in the event and the privacy 

of any video footage. 

DISTRIBUTED TRUST MANAGEMENT SYSTEM 

Distributed system management enables hiding the route of a vehicle. View-map is an autonomous public service that enables 

anyone to add anonymous DashCam videos, according to Reference [13]. A dashCam is a camera that can be mounted on a 

vehicle and records the inside and outside of the vehicle. Each movie in [13] is displayed as a view profile to safeguard users' 

privacy (VP). In the system's retrieval, validation, and reward procedures, Anonymous VP takes the place of its owner. Actual 

users of the system assess their dependability. Users can obtain virtual cash through distributed trust management without being 

aware of its source. This safeguards the privacy of the travel routes of video vehicles. A trust management system can be used 

to monitor road conditions continuously as well as to record videos that can be used as evidence in car accidents. [20] suggests 

that a blockchain-based system may be used to assess the accuracy of traffic information provided by moving automobiles. 

Using this technique, neighboring autos can assess the correctness of the route information given by moving vehicles. Each 

RSU tries to add information to a block and send it to the blockchain. The system allows vehicle-to-vehicle communication and 

mutual validation to ensure that vehicles reliably report traffic conditions. This method, however, makes it impossible to 

determine whether the vehicle's name is accurate. Furthermore, road data may be hidden or altered if an RSU is intentionally 



         Journal of Pharmaceutical Negative Results ¦ Volume 13 ¦ Special Issue 9 ¦ 2022 509 

 

 

attacked, such as by someone modifying the collected data. This will lead to the acquisition of false information about the state 

of the roads. 

A BLOCKCHAIN-BASED DECENTRALIZED TRUST MANAGEMENT SYSTEM 

Centralized trust management is advantageous for gathering information about traffic circumstances and conducting follow-up 

investigations while maintaining user privacy. On the other hand, if dishonest vehicles disseminate incorrect information on the 

highways, it might be hazardous. Moreover, by analyzing the communication between cars, distributed trust management may 

verify data integrity like traffic reports and other information. The VANET, however, cannot verify that the car in question is 

who it purports to be because vehicles connected to the VANET do not go through a single identification process. 

This study recommends a blockchain-based, semi-decentralized trust management system. It collects protected videos, sends 

them to the cloud, and records verified traffic data in the blockchain. As the blockchain election node, the RSU node is advised 

because of its ability to reach consensus quickly and reliably. The integrity of the blockchain is maintained even if only one 

RSU node is attacked. No matter how hard the attacker RSU tries, it will never be able to record bogus data on the blockchain 

covertly. Only authorized vehicles can access the VANET in this configuration. The system will then allow users who have 

requested key pairs to switch recorded movies and route data. Each communication transmitted by a vehicle must be digitally 

authenticated using the vehicle's specific digital signature to prevent the transmission of fake or fraudulent traffic data. Then, 

other vehicles verify that the said road conditions are accurate. Any automobiles VANET determines to be potentially harmful 

will be put on a blocklist and reported to the police. The method safeguards the integrity of the information sources while 

preserving user privacy. 

 

SYSTEM MODEL 

OVERVIEW OF THE SDN-ENABLED 5G-VANET ARCHITECTURE 

An SDN-enabled 5G-VANET system model and a HetNet architecture are shown in Figures 1 and 2, respectively.   

 

FIGURE 1. Integrating SDN into the 5G-VANET system 
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FIGURE 2. Radio Access Network in the 5G-VANET system. 

This architecture includes numerous node types, such as remote subscriber units (RSUs), 5G base stations (gNBs), and units 

mounted on moving vehicles (OBUs). RSUs are intended to function as 802.11p wireless access points (APs), enabling 

communication amongst OBUs within the service region. The Department of Motor Vehicles and the Trustworthy Authority 

(TA) are also a part of the core network; both are linked to the Internet by the video cloud server, which stores video reports 

(DMV). The 802.11p network's limitations in terms of low capacity, poor scalability, and intermittent connectivity are why the 

VANET depends on gNBs to give people high-speed wireless Internet access. The vehicle-to-vehicle (V2V) communication 

that enables data sharing between vehicles is also considered in this design. As a result, a vehicle can use other vehicles as 

relays if it is outside or very close to the edge of the RSU or gNB service region. 

High-capacity fiber optic backhaul cables and the OpenFlow protocol govern all Russ and gNBs by a centralized SDN 

controller. This is done to manage the 5G-VANET globally using a set of uniform policies. All vehicles, RSUs, and gNBs are 

part of the SDN data plane. The data and control planes are not in contact with one another. The SDN controller moves network 

control functionality from the infrastructure to the control layer. Applications for automobiles that organize and manage traffic 

can be set up using the SDN controller. Global policies like mobility, user authentication, and traffic management are under the 

jurisdiction of the SDN controller. The controller's policies are carried out in the data plane. It is possible to see the entire 

service area and utilize programmable applications to conduct operations across several domains by separating the data plane 

from the control plane. One way the HetNet architecture encourages communication and information sharing is through this. 

The infrastructure can update the general network policies on its own or request updates from the network administrator after 

a predetermined time. 

NETWORK OF AUTOMOTIVE BLOCKCHAINS 

Traditional, centrally controlled network architecture does not adequately safeguard user privacy and is frequently open to 

intrusion. However, due to its decentralized structure, blockchain has been hailed as a game-changing method for data and 

privacy protection. A decentralized database known as a blockchain keeps track of an expanding number of linked blocks. 

Without a central bank, distributed node trading keeps a consistent record. Bitcoin, the first cryptocurrency established by 

Satoshi Nakamoto, is largely credited for revolutionizing the financial sector. A peer-to-peer network manages each node, 

identified by a public key (PK). Nodes communicate with one another through transactions, which are broadcast to the entire 

network and encrypted by PKs. Any node on the blockchain can verify a transaction by comparing the signer's signature to their 

private key (PK). 
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FIGURE 3. The Structure of a blockchain. 

 

We developed a blockchain-based infrastructure for 5G-VANETs that uses SDN to provide security and privacy. A blockchain 

is maintained by an overlay P2P network of cars, RSUs, and gNBs (5G base stations). The onboard computer of the car features 

a real-time video service that shows the movement of traffic and enables data exchange between nearby vehicles. We think that 

blockchain technology can make source communications traceable and immutable. Transportation, as a result, is much safer 

and more effective. 

A platform for communication that offers real-time video reports  

 

IV. Blockchain-based security framework  

A.1) VEHICLE ENROLLMENT 

The 5G-VANET assigns each vehicle a SIM (subscriber identity module) number. ID is the number on the SIM card. One 

vehicle may utilize one ID at a time. The operator's database also contains the device number for the vehicle. The device number 

is represented in this case by Dat. Use Ia as an example to demonstrate how to register a vehicle. A Jb cannot go online when 

it enters the system unless the operator confirms that the Ebu and ID have not been altered. The specific symmetric key UFQ 

for the registration process is then randomly selected by Jb. 

This article claims that the DMV is the only place where you can find SIM and license plate numbers. The term "ovn" here 

refers to a car's license plate number. DMV requests that Jb be registered in a letter to BU. It is crucial to remember that the 

END is alone in mapping a vehicle's ovn and ID. This aids in hiding its real identity. As a result, BU is only aware of Jb 's ID 

number, not who they are. To determine whether Jb 's public and private keys are already available, BU looks through its 

repository, which houses key pairs. 

Additionally, it confirms the public-key certificate for Jb is legitimate. The public-key certificate and private key encrypted by 

TEP will be given to other vehicles by BU if the certificate expires or if there are no key pairs for the Jb in the repository. The 

first algorithm summarises vehicle registration. 
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2) A ROAD CONDITION REPORT 

After registering, the inbuilt camera of the Jb was utilized to capture visual information that was then used to create the message 

digest [21]. On average, the procedure is carried out once every minute. The letters placed stand for the place, but ubhn.k, where 

k is a date, stands for the state of the road. Jb uses UFQ to encrypt the video's hash value and sign minute-specific data. The 

message is then transmitted to the Y nearby nodes using Jb. The STV is a Node Y, just like other vehicles. If a node close to Jb 

receives the message, it will verify the message's authenticity and legal identity using Jb 's public-key certificate. 

Before being sent via the RSU to the gNBs, the message will be transmitted to other nodes for verification. In phases, the 

encrypted data will be sent to the cloud server. If the STV next to the Jb runs out of storage space, n(n ≥ 1) more vehicles will 

carry the message. The message will be examined to see if it is valid at each hop. An algorithm could be used to produce the 

road report. Because only the source car and the cloud server may view the video, data transportation is secure. As a result, if 

the cloud server is directly attacked or the intermediary nodes alter the video data, a message-digest method is offered. The 

authentication must verify the message digest's digital signature because a hostile node might supply fake video content. In 

addition to recording its video, a car must provide vital information to other nearby vehicles, such as its driving style and the 

state of the road. False alerts could endanger other vehicles and greatly limit the system's value. As a result, blockchain 

transactions were used to regulate vehicle-to-vehicle communications. Every communication may be discovered on the 

blockchain and connected to the device transmitted because all records are permanent. The system will punish misbehaving 

cars to ensure that message source node using this service are held accountable. The total number of blockchain transactions is 

shown in the message number. 

Algorithm 1 Vehicle Registration 

Input: 

Input: 

Initial vehicle Jb 

TM’s public key QVCUB 

A random symmetric key UFQ 

Time b // validity period of the registration 

Output: 

Jb’s public-key certificate Qdfsub 

Jb’s public key QVCb 

Jb’s private key QSJb 

1. Jb  entered the VANET. 

2.Operator select Ebu from the DATABASE. 

3.where ID = ID of Jb 

4.If Ebu! =  Ebu of Jb 's then = 

5:     Fails 

6: else 
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7. Jb can be accessed via the Internet. 

8: end if 

9: Jb do 

10: Use QVCUB to encrypt UFQ as En(UFQ) 

11: send (Num of Jb, ID of Jb, and En(UFQ)) to the NOP 

12: NOP do 

13: insert into IDENTITY_ PAIRS (Num, ID) 

14: select Num of Jb, ID of Jb. 

15. Where not exists (select * from IDENTITY_ PAIRS where Num = Num of Jb and ID = ID of Jb s)  

16: Use BCDLB to encrypt UFQ and Jb 's ID as En(UFQ, Jb 's ID). 

17.Send En(UFQ, Jb ID) to BU. 

18: BU do 

19: Decrypt En(UFQ, ID of Jb) 

20. Choose * from KEY_PAIRS. 

21.if not exists (QVCb QSJb ) then  

22. Issue (QVCb, QSJb) validity of l. 

23. encrypt (QVCb, QSJb), use TLF 

24: else 

25: Fails 

26: end if 

27. NOP forward Encrypted (QVCb, QSJb to Wb. 

28.Jb decrypt data encrypted with OFQ (QVCb, QSJb). 

29. Jb acquires QVCb and QSJb. 

30: A valid registration 
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Algorithm 2 Road Condition Report 

Input: 

Jb’s public-key certificate  Qdfsub 

Jb’s public key QVCb 

Jb’s private key QSJb 

Output: 

Road video VidS 

Road condition tag 

1.while minute++ do 

2. Jb do and  

3.Vidk.a create a video file. 

4.Record placeb and sign placeb with QSJb  

5. Record the tagl.b and sign tagl.b with  QSJb 

6: Hash (Vidl.b) 

7.encryt Vidl.b, Hash(Vidl.b) with UFQ as En(Vidl.b, Hash(Vidl.b)).   

8:Sign En(Vidl.b, Hash(Vidl.b)) with QSJb. 

9. Distribute signed placeb, tagl.b, En(Vidl.b, Hash(Vidml.b)) together with Qbfsub. 

10: end while  

11: for time = 0;; time++do  

12: Node Xd receives message  

13: end for  

14. if X ← Other Vehicles then 

15: Verify the signature's validity 

16: if pass then  

17: forward it 

18.else 
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19:fails 

20: end if  

21: end if 

 22: if X ← RSUs then 

23: Check the validity of signature 

24. if pass then 

25. Upload it to the gNBs 

26: else 

 27: Fails 

28: end if  

29: end if  

30. gNBs uploads the updated data 

Each vehicle goes at a different speed since one communication equals one transaction. 

It is crucial to choose a temporary center node, also known as the miner, to disseminate its message and reach a consensus 

because it is difficult to rule out the potential of fraudulent messages or malicious nodes. Elections are held periodically in each 

RSU to choose the miner in charge of creating new network blocks. In this system, proof-of-work and proof-of-stake voting 

are both used to elect miners. This strategy has been created and is now being used. The nonce, bits, prior hash, and date must 

all be present in the data that makes up the block header of each RSU-generated block, as illustrated in Figure 3. To do this, the 

nonce value is iteratively changed during the proof-of-work election process until the first x bits of the hash output are precisely 

0. This enables the proof-of-work election method to produce the intended results. Bits are the absolute minimum for a proof-

of-work hash. For a miner to effectively complete proof-of-work, the block header's data must have a calculated hash value less 

than the network's hash threshold. The formula below has been suggested as a component of the miner election process: The 

RSU count is r, and the RSU hash threshold is br. Its hashing algorithm is defined as follows: 

hash(prehash, bits, timestamp) ≤ Mr 

The proposed system can be used with many hashing algorithms, including the well-known SHA-256 approach. The hash 

threshold is calculated using the SHA-256 method using the formula Br = 2 256−x − 1, where Br meets the requirement that 

the first x-bit must exactly be 0. With the nonce in mind, each RSU node calculates the block header's hash value and updates 

its nonce value often. If the estimated hash value of the RSU is lower than the allowed hash barrier, then it is eligible for miner 

selection and block publication. 

B. TRUST MANAGEMENT FOR PARTICULAR MESSAGES  

1) THE COLLECTION OF INFORMATION RELATED TO TRAFFIC 

Automobiles assess the accuracy of the road condition tags during the message transmission process and give each one a score 

depending on it. A score can only have one of two potential values: +1 or -1. Consider the following scenario: the automobile 

Ia sends a message, which Ib receives. In addition to retrieving the traffic tags tagn.k, and place from the message, Vn verifies 

Jb. Jc is unable to understand Vido and J's specifics. It only examines tagm's dependability. The credibility of level j is evaluated 

using Jb. The tag is given an extra point when  and the road condition specified by tagn.b line up. If Jb believes the road 
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condition indicated by tagn.k is false, a value of -1 is applied to the tag. Then Ib informs the neighboring RSU of its location, 

the rating it assigned to tagl.b, and its public key certificate Pcertn,k. Ib completes the transaction. The notation 

{Kcertn,k , Si(IDm, IDn, markm,j,p, placen )}.  

may be used when communicating this information. After the RSU has verified the message's origin, the information about the 

condition of the road at time j is categorized as 

 "Aj,1, Aj,2, Aj,3,... Aj,p" 

 depending on where the road segment is located. While "p" denotes the section number, "Aj,p" denotes the road condition of 

section L at time j. The information is then sent via the RSU to the intended recipient. Aj, components include the following: 

p's According to vehicle Ia, the numbers  

ak.l1 ak.l2 ak.l3 …..ak.lm describe the traffic conditions on road segment p at time j. 

Every time but time j, the message distribution is the same.  

2) TRUST VALUE COMPUTATION 

The scores sent by forwarding vehicles to RSU are identified as "Aj,1, Aj,2 , Aj,3 Aj,p" where p is the number of the road 

segment. The representation of the road conditions in section p at time k is " A1,bc,d A2,bc,d,A3,bc,d …..An,bc,d" Cars that 

are physically closer to the location where the tag was generated are more likely to earn reliable ratings since not all scores in 

set Sj,p are equally reliable. As a result, the reliability rating of a vehicle may be determined using the equation below: Where 

PM is the vehicle's road segment and S J, P N, M is the trust score 

The letters V and PN designate the video forwarding vehicle's route. In the formula, o j, p n, m stands for the trust value, and 

Ia, |Pm −Pn| is a rate-modifying parameter that measures the distance between two vehicles  

 Weighted aggregation can be used to improve the trust value's dependability if the attacker does not control most vehicles. The 

following definition of the trust value of the road condition at section p was sent by Ia at time  

Only in the event when aj.pi.m  and oj.pi.m are both equal to zero can the formula be used to calculate aj.pi.m, and oj.pi.m. 

This is because I stands for the vehicle capturing the video, and oj.pi.m stands for the confidence value of the road situation at 

section p as communicated by Ia at time j.  

The precision of scoring declines as the distance between the scoring vehicle and the broadcast address of the tag increases. 

Therefore, it is considered trustworthy when s j,p n, trust m's value exceeds 0.5. Any scores with a trust level less than or equal 

to 50% are ignored. Since o j,p i,l > 0.5 and s j,p i,l 6 = 0, the trust value of score aj.pi.m for the road state of section p at time 

j is computed as follows: aj.pi.m oj.pi.m. We use l to represent the number of vehicles broadcasting the road condition at the 

same road section as section p and at the same time as section j since many vehicles may be broadcasting the road condition of 

section p at time j. The RSU tries to add both the computed trust values and the pertinent road conditions to the blockchain 

when r is the number of the RSU in charge of gathering road conditions and calculating trust values. Less trustworthy tags are 

those with lower ratings. RSU regularly sends TA the identification numbers of cars with a high percentage of false positives 

and monitors the identity numbers of vehicles with fake license plates. 

Based on the value of x and the particular RSU, the hash threshold of some RSUs may change. This method uses proof-of-stake 

to assess how difficult it is for an RSU to be chosen as a miner and produce a new block. 

The overall trustworthiness of RSU for vehicles is represented by x in the following equation. If a variable parameter is greater 

than 0, x is equal to int(e (Ft Gr e))(7). Formula (3) also used the value to determine the time between the generation of new 

blocks. Our data indicate that it needs to be 100. Ab is the mean of the trust scores determined by RSUr. To reflect the change 

in Gr, decreasing the value of x causes Ab to increase. It follows that the likelihood that an RSU will be chosen as the miner 

and add a new block to the blockchain increases with the hash threshold because an increase in the hash threshold is connected 

to a drop in x. Using the following formula, gr is calculated:  
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where oj.pi.m is the trust value RSUr generated for Aj.pi.m. If RSUr obtains more precise and reliable road traffic data, it will 

have a better chance of winning the race for miners. The trust metrics used by Set Or are based on a range of historical and 

geographical contexts. The Set Or components that RSUr is currently holding will be deleted as soon as it is chosen as a miner 

and its block is broadcast to the blockchain. To address the concern that RSUs with older blocks may monopolize voting rights 

and prevent a small number of RSUs with older blocks from holding the right to be elected as a miner for a prolonged length 

of time, Formula (6) introduces a value adjustment function Ft. The purpose of this feature is to prevent the election of a few 

RSUs as miners for an extended period of time.  

The following is the definition of the function 

Ft =       1 (t < t1) 

                              1 − βt (t1 < t < 2t1) 

                                                    0 (if Ft > 0 and t = 2t1)           (1) 

Where t1 is the typical length of time required for a successful miner election to take place during a given period and t is the 

amount of time since the last time RSUr was used to delete items from Set Or. Ft always = 1 when t is less than t1 when t is 

less than t1. The value of Ft decreases when t rises over t1 but falls below 2t1. The symbol represents a coefficient greater than 

zero and regulates the rate at which Ft is reduced. When it gets close to 0, Ft's value will stop decreasing any further. You can 

choose between an Ft range of 0 and 1. The collection Or's contents will be deleted during this procedure, and t will be reset to 

0 to start the timing method over from scratch. After t has been raised to 2t1, if Ft is still greater than 0, the Set Or entries are 

cleared, and t is returned to 0. Because of this, the timing will start over. Another RSU validates the nonce value when it receives 

a block from an elected miner by executing a validation check. Each blockchain then posts the block. The blockchain will divide 

if an RSU receives multiple valid blocks at once. Due to the distributed consensus mechanism used by blockchains, only the 

longest fork that has been accepted by most of us will remain after a certain time. 

3) VEHICLE CREDIBILITY EVALUATION 

In an accident, the cloud server's data can be used to recover the video and reconstruct the exact course of events. On 5G 

networks, SIM numbers are the only way to be watched. The Department of Motor Vehicles is aware of the license plate 

numbers, but they won't be made public. This suggests that a reliable third party will be needed in addition to a blockchain base. 

If the report phase is completed on time, videos can also be used to balance traffic. The transportation management center can 

then analyze overall traffic volume and divert stopped vehicles to less crowded lanes. 

Before uploading a message to the blockchain, an RSU can use [20] to assess its trust in the messages delivered by nearby cars. 

Using all of the data in the blocks, the trustworthiness of a vehicle may be assessed, and the vehicle may be rewarded or 

penalized as a result. Each individual is often in charge of analyzing and comprehending the signals sent by a small group of 

linked or nearby autos. However, everyone can agree on anything because of the immutable data in the blocks necessary to 

confirm the blockchain. All ratings and information about the associated cars can be stored in the blocks. Finding messages is 

much simpler as a result. 

MDA = (TP + TN)/(TP + FN + FP + TN)               (2) 

TP represents the total number of authorized messages. The TN estimates the number of fraudulent communications. The value 

FN represents the number of genuine communications mistakenly believed to be fraudulent. In contrast, the value FP represents 

the number of fraudulent messages mistakenly believed to be genuine. A higher MDA denotes a better capacity to judge the 

truthfulness of a message. 
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V. EXPERIMENTAL RESULTS AND ANALYSIS  

A. EXPERIMENT CONFIGURATIONS 

To execute the simulation, we make use of OMNeT++ 4.5 [22, 23] and the crypto++ library 5.6.2 [24]. A laptop with an Intel 

Core i7 processor, 16 GB of RAM, and a GeForce 920 M graphics card is used to administer all numerical tests. The 

measurement of the transportation area is 1,000 by 1,000 meters. RSUs offer the same service as 802.11p 10Mbps APs. The 

bandwidth of the gNBs is set to 1 Gbps. We assigned the numbers 30 and 25 to RSUs and gNBs, assuming they were dispersed 

uniformly across the region. We expect anywhere between 200 and 500 cars on the network at any given time. In addition, 

traffic is moving at 110 km/h in all directions and is evenly distributed. V2N communication has a 100 m range, but V2V 

communication has a 50 m range.  

SHA-256 is used as the hash algorithm in the blockchain, i.e., hashed result = dhash(input) = SHA256(SHA256(input)). The 

temporal overhead of the video encryption methods AES/CBC (256-bit key), Twofish/CTR (256-bit key), and Serpent/CTR 

(256-bit key) is examined in this experiment (256-bit key). This is done to determine whether the network can sustain the video 

report service. The efficiency of individual and collective detection in the blockchain-based architecture is evaluated. To show 

that the blockchain-based framework can be utilized in the 5G-VANET and is scalable, we evaluate the amount of time needed 

for blockchain transactions to be relayed at different message rates and vehicle counts. 

B. Assessment of quantitative findings 

The amount of time needed to process a blockchain block is shown in Figure 4. We employ a straightforward yet time-

consuming method to get blocks from blockchain miners. The relationship between processing time and block count  

Vehicle-to-vehicle communication is possible when there aren't many rogue nodes. Blockchain-based detection performs 5% 

to 15% better than individual detection when the percentage of harmful objects is close to 5%. The relationship between the 

number of malicious nodes and the success of detection is shown in Figure 5. 

As more messages are transmitted by each node, as seen in FIGURE 6, the network has to do more work. Notifications alone 

won't be enough; there will also need to be a growing number of transactions publicized. We expect the system to run in real-

time if at least one message is sent every minute. Less than 50 milliseconds pass quickly during transmission, even with 10 

messages per minute (no more than 50ms). The bandwidth restrictions of the 5G VANET are mostly to blame for this. FIGURE 

7 shows that, depending on the encryption algorithm and the video size, the time needed to encrypt a video might vary from 20 

to 160 milliseconds. The video size and encryption time frequently reduce as the frequency of the video report phase rises. In 

the proposed scenario, the video report occurs for 10 minutes per automobile. The high-definition movie is only a few minutes 

long, but its size is sufficient for reliable encryption. 

 

FIGURE 4. Video encryption time overhead. 
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This suggests that encrypted video can fulfill the need for real-time effectiveness. 

C. SAFETY ANALYSIS 

1) PROTECTION OF USER PRIVACY AND SECURITY  

The SIM number assigned to an automobile is specific to that vehicle and cannot be changed. The operator checks to ensure 

the SIM number isn't changed before permitting a car to connect to the Internet. The vehicle won't be able to connect to the 

Internet if the SIM number and device number do not match. Vehicles send videos to a server connected to the operator's 

network. The operator cannot immediately access the contents of the videos since they are encrypted. Examining the license 

plate number is the only way to identify the kind of vehicle. Only an anonymous approach will let AT save private key data. 

The owner's identity is not made known to AT by the car's SIM number. The link between a vehicle's SIM number and license 

plate number is only kept at the MNO. This makes hiding the vehicle's genuine identification simple. The recipient may confirm 

both the legitimacy of the videos and the sender's identity thanks to the sender's digital signature. An attacker can be stopped 

from submitting a fake film by aiming for a real car. The receiver can check the videos' integrity by computing their hash 

functions. The uploaded videos won't be changed if you carry on in this way. 

2) ANALYSIS OF MALICIOUS VEHICLES 

Depending on the route data that a vehicle transmits, other vehicles in the system will evaluate the tags that the vehicle conveys. 

These tags will be rated negatively rather than favorably by other vehicles. If they are broadcast by a malevolent vehicle or one 

that has been hacked and is disseminating false information regarding road conditions, they will be regarded as unreliable. For 

instance, RSU might give AT the vehicle's SIM number if it turns out over time that the data provided by the vehicle Ia is 

unreliable. The MNO will be given the car's registration details if AT receives numerous reports from RSUs claiming the same 

vehicle is suspicious. The MNO searches the database for the actual names of malicious vehicles and adds them to a temporary 

blacklist to stop them from joining the car network. Operators and the police will be informed of serious infractions and will 

take action. 

3) MALICIOUS SCORING  

The trustworthiness of the broadcasted road conditions is unaffected if a tag is purposely scored, such as by giving a low score 

to a trustworthy tag and a high score to a non-trustworthy tag. Several vehicles will report on the condition of the same section 

of the road over a predetermined period. The same road conditions will receive the same safety rating from several vehicles. 

As a result, the ratings provided by a single car have little impact on how accurately the road quality is assessed. An enemy 

needs to win the majority of the ratings to reduce the credibility of traffic broadcasts. An unreasonably high price like that will 

deter attackers. As a result, you may trust that the tag scoring results are correct. 

4) RSU BEING ATTACKED AND COMPROMISED  

An RSU will attempt to implant phony trust evaluation values into the blockchain if it is assaulted during the miner election. 

Even then, other RSUs will scrutinize the bogus RSU's digital certificates and prevent it from being able to add blocks to the 

blockchain, even if it were to win the election. The MNO and AT won't be able to punish the vehicles if an RSU sends legitimate 

cars to them disguised as malevolent ones. A vehicle is only deemed unreliable when several RSUs report it at once. Like an 

attacker can only access a certain number of resources at once, several RSUs cannot be attacked at once. As a result, legitimate 

vehicles won't be impacted. 

 

VI. Conclusion 

This paper presents a decentralized security architecture for the Internet of Things (IoT) in 5G-VANETs with SDN support. 

OBUs, RSUs, and gNBs are active nodes in the vehicle system, and together they form a P2P network that looks after the 

blockchain. The blockchain records all messages and their sources, and the cars communicate in real time about the state of the 

roads. The provenance of the communication is verified using the immutability of blockchain technology. Real-time video 

report service installation improves the existing design. The movies are encrypted and checked against pertinent messages 

before being uploaded to cloud servers. We provide a blockchain-based framework for system-wide trust management if 
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adversarial nodes claim messages are faked or altered. Our method, which is substantially more effective at identifying 

malicious nodes, is supported by theoretical and empirical data. It can be implemented widely, according to an analysis of the 

extra work needed for video encryption and the transmission of texts and movies. 
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