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Abstract

The usability testing is a complex procedure with many components for those wishing to improve their websites' usability to
the fullest. There is no rocket science involved; all you need to know is some basic assumptions. The most obvious one is that
if you want your website to be fantastic, you must test. The key usability issues that are pertinent to e-commerce websites are
linked to the trouble spots during the purchasing process. Consequently, the following inquiries are covered by the exam
objectives: Is it simple for customers to locate the items they need? Do they have access to enough information to make a well-
informed purchasing decision? What challenges arise? A carefully defined aim would have a quantifiable outcome to be
attained (such as work completion rate, duration, accuracy, etc.), a particular. In this hypothetical article, a theory that hasn't
been confirmed is presented, and usability testing and security testing are briefly contrasted. Despite the absurdity of making
comparisons between these occupations, the result is surprising. Testing may not be as different between usability and security
as it first seems. More research on usability testing may yield fresh security testing ideas.

Keywords: E-commerce, usability testing, security testing, machine learning, supply chain, CBIR.

Introduction

It could be challenging to define usability. A system's usability, which is a distinct aspect of software quality,
relates to how well it communicates with its users. Usability is typically defined in terms of the sub-aspects that
it includes, i.e., by its position in a conceptual tree or as a superset of more specific aspects. Usability is a general
concept that encompasses learnability, efficiency (of the interface), memorability, a low error rate, and subjective
user enjoyment [2]. Security might be difficult to describe. Security, which may be divided into a variety of
smaller variables including dependability, availability, confidentiality, integrity, and the absence of particular
flaws, is another element that affects the quality of software. During the testing procedure, many other problems
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might occur. When too much information is mixed, a user usually ends up injured and bewildered. The visual
clutter on the page has to be reduced or the relevant links within the overall hierarchy need to be made more
evident in this case. If a user cannot find the category they are seeking for, the information is probably classified
differently than they anticipate. Finally, it's conceivable that the user just does not get the idea of the website.
Become calm. It's as conceivable for the person taking the test after you to understand every detail in a standard
test [1].

Websites for electronic commerce (E-commerce) have increased dramatically over time. However, only 29% of
users turn their internet search into a purchase owing to security and usability problems. The purpose of this study
is to give a summary of the benefits and drawbacks of the current evaluation methodologies for an e-commerce
website's usability and security. This study examined the E-commerce assessment methods used from 2000 to
2018. The study examined 11 models and identified the usability and security components assessed by each model.
Each model's advantages and disadvantages were emphasised. This study discovered that there isn't a single
complete model that can measure all the usability factors at once [2-5].

E-commerce testing aids in evaluating, confirming, validating, and testing e-commerce websites and apps. It
generally examines the app or website's performance, usability, security, compatibility, and functionality.
Additionally, e-commerce mobile app testing aids in determining whether the app complies with all requirements
for safe transactions in terms of standards, protocols, and laws.

E-commerce testing's primary goal is to make sure:
e  The e-commerce website's pages are all routinely examined, and all transactions are fully verified and safe.

e  There are no compromises made regarding any significant elements, including the security of client data,
responsiveness on mobile devices, loading speed, user experience, etc.

e  ensuring that the website or programmed is sufficiently protected against outsiders and online hackers by
testing, validating, and confirming.

e that the specific e-commerce programme is error-free, secure, and user-friendly

Software security is a component of computing that is becoming more and more crucial, yet far too many
development projects still treat it as an afterthought. Numerous methods have been put out for security
requirements engineering, however we find that many of them still have usability issues. In this proposal, | outline
the security requirements engineering work | have done. SURE, or Secure and Usable Requirements Engineering,
is a novel method that helps non-security specialists express security requirements such that testing artefacts may
be created as a result. The SURE approach is also implemented by the system ASSURE, Automated Support for
Secure and Usable Requirements Engineering. The major contribution of this paper is to propose ml based model
to test security and usability of several business usable models. The paper is arranged as Section 1 of the paper
comprises the introduction and significance of the proposed method. The second section of the paper consists of
the algorithmic background of the literature review. Section 3 of the paper consists of background and the
introduction of the algorithm used in the paper. Sections 4 and 5 contain the method and results, including the
conclusion [6-10].

Background

Supply chain model of pharmaceutical industry

One of the most important elements in the automation and optimization of supply-chain operations is radio
frequency identification (RFID) technology. Particularly in the pharmaceutical supply chain, RFID tags have the
potential to significantly increase inventory management efficiency. As a result, improving medication monitoring
in international pharmaceutical production facilities will pave the way for extensive Internet of Things usage
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(IoT). As the prevalence of unlicensed pharmacies and fake pharmaceuticals has increased, so have related
elements in production processes. To track and regulate the distribution and quality of pharmaceuticals, these
sensors continually give a sizable quantity of contextual data, including places and times. Business logic may be
successfully applied by using this contextual knowledge. putting together, simulating, analysing, and sharing [11-
12]

Table 1 - Top 15 synergistic drug pair predicted by the co-gene/GS score in the DREAM dataset

Drug pair Co gene/GS score Predicted rank Gold standard rank
Camptothecin & Mitomycin C 0.084 1 5
Camptothecin & Doxorubicin 0.036 2 16
H-7 & Mitomycin C 0.032 3 2
Methotrexate & Mitomycin C 0.030 4 28
Doxorubicin & Mitomycin C 0.027 5 4
Cycloheximide & H-7 0.027 6 9
Camptothecin & Etoposide 0.025 7 15
H-7 & Trichostatin A 0.019 8 19
H-7 & Rapamycin 0.017 9 27
Camptothecin & H-7 0.015 10 10
Etoposide & Mitomycin C 0.015 11 3
H-7 & Vincristine 0.012 12 43
H-7 & Monastrol 0.012 13 14
Cycloheximide & Methotrexate | 0.011 14 64
Doxorubicin & H-7 0.011 15 1
Drug Combination Co gene/GS score Rank

Prestwick-682 & MG-262 0.667 1

Cefazolin & Nocodazole 0.667 2

Anisomycin & Prednisolone 0.625 3

Lisinopril & Suramin sodium 0.600 4

lopanoic acid & Butacaine 0.563 5

Our study focuses on the creation of a decision support system for evaluating organisational performance using
the expenses associated with hospital logistics. The article's first section, which deals with hospital logistics,
provides examples of prior studies on how to assess performance in the commercial and healthcare sectors. The
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second describes our system for gauging financial performance. An application of our methods to a real-world
scenario is focused on the third. We conclude with some career opportunities.

Fig 1; supply chain based pharmaceutical e-commerce link
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B2B E-Commerce

Business-To-Business is a situation where one business makes a commercial transaction with another. In other
words, it is a transaction between one business and another, such as a wholesaler and retailer.Business-to-business
refers to a business that is conducted between companies, rather than between a company and individual
consumers. It typically occurs when a business is sourcing materials for its production process for output. B2B
transactions tend to happen in the supply chain, where one company will purchase its raw materials from another
and will use them in the manufacturing process.B2B e-commerce, short for business-to-business electronic
commerce, is the sales of goods or services between businesses via an online sales portal. In general, it is used to
improve the efficiency and effectiveness of a company's sales efforts. Because orders are processed digitally,
buying efficiency is improved for wholesalers, manufacturers, distributors, and other types of B2B sellers. A 2018
survey found that 48% of companies now conduct 50-74% of all corporate purchases online. Additionally, 23%
of companies do 75% or more of their purchasing online Emerging eCommerce technologies are also reducing
the barrier to entry for traditionally B2C businesses to add a B2B component (B2C2B) and, vice versa, for
traditionally B2B companies to sell direct-to-consumer (B2B2C) [13-15].

CBIR based textile recommendation model

Making business decisions is one of the essential elements of any type of business for its productivity and market
penetration. Business choices and analytics are crucial in industries like e-commerce and the fashion one. This
research seeks to present a solution for business decision-making based on deep learning and ECG classification
linked with a language model. In this research, we suggest the Denoising Auto-Encoder based textile image
retrieval for figuring out the preferences of the online client based on several personalities. This model utilises the
Amigos personality data set in addition to the MNIST data collection for training. The crucial step in content-
based picture retrieval is feature extraction. The features lay forth our high-level representation of a picture. Using
deep learning algorithms is a different strategy. With the help of this implementation, we can show how to train a
convolutional neural network (CNN) for classification tasks and derive a "neural code" for the photos in our
database. These neural codes encodedly represent an image's characteristics. The issue with this strategy is that in
order to train the neural network, we first require labelled data. An excellent solution to this problem is provided
by the Denoising Autoencoder. An autoencoder is a feed-forward neural network that compresses the input into a
"code" and then reconstructs the code back into the original input. Since our dataset consists of images, it makes
sense to use convolution layers for encoding and decoding. The encoder is stacked with Conv2D and
MaxPooling2D layers (the max-pooling layer down samples the spatial dimensions of the images by taking the
maximum value over an input window for each channel of the input). The decoder is stacked with Conv2D and
UpSampling2D layers (which up-sample the input by doubling the dimensions of the input image). The model
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converges to a loss value of 0.2489 and is reasonably successful in encoding the images and reconstructing those
encoded images as shown below in Figure 4. In order to test the trained auto encoder in a practical scenario, a
noise factor is added to the images to corrupt them slightly and see if the encoder can recover the original images.
The noised images are as below in Figure 2. The Auto encoder is fitted onto the noisy data, and prediction is made
accordingly. As shown below, the model is reasonably successful in finding the right kind of clothing even with
much noise as shown in Figure 2 [16-17].

Fig. 2 Predicted Samples

Methodology

Proposed statistical environment

A statistical technique called multiple regression, or MLR, integrates a number of explanatory variables to predict
the result of a response variable. Multiple linear regression is used to try to show the linear connection between
the explanatory (independent) and response (dependent) variables. Because it takes into account several
explanatory variables, multiple regression is only an extension of ordinary least-squares (OLS) regression.

Y; = Bo + BiXis + BoXint+... +Bp X, + €

Elastic net regression, also known as ELNET regression improves statistical model regularisation by combining
LASSO and ridge regression penalties. A sparse model is produced during regularisation by the L1 component of
the penalty. The L2 quadratic component of the penalty, on the other hand, promotes the grouping effect and
removes the number constraint on the accessible variables while increasing the stability of the L1 part along the
path to regularisation. As a result, certain features' impact is lessened while some of them are maintained.

. A
BEnet) = (1 + -2) {arg minylly — XBI + 21181 + 2,181}

To measure the strength of a linear link between two variables, x and y, correlation coefficients are utilised. A
connection is positive if the linear correlation coefficient is higher than zero. There is a negative association when
the number is smaller than zero. The variables x and y are said to be unrelated if their value is 0.

_cov(X)Y)

Correlation= p= —
X0y

The dependent variable for this study is nut yield, whereas the independent factors are plant height, stem girth,
female flowers in inflorescence, husk thickness, copra content, minimum temperature, rainfall, and relative
humidity. To identify the elements that are all very much to blame for multicollinearity amongst predictor
variables, correlation between nut yield and every other factor is conducted. Given that you have chosen a
confidence level of 95%, you anticipate that a portion of the sample (p) will fall between the ranges of (population
proportion (p) - 2 StDev p p + 2 StDev 15 Basics of Data Science 2'(Standard Deviation) and (population
proportion (p) + 2'(Standard Deviation), . In this time period, there is a 95% chance of occurrence (Please refer to
Figure 6). Since there is a 95% chance of success. Also keep in mind that you are guessing p's value and would
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be computing since you are unsure about it. The value of p will fall between (- 2'(Standard Deviation)) and (+
2'(Standard Deviation)).

After that, you do the exploratory analysis and create several charts to understand the data's nature. After that, a
statistical test for significance is run, such as a chi-square, independent sample t-test, ANOVA, or nonparametric
test, depending on the sample size, type, and other factors and data properties. The null hypothesis is assumed to
be true in these tests. The p-value, which serves as evidence against the null hypothesis, is a parameter value that
a test may provide based on the sample and the probability [18].

Figure 3 ; distribution of data for usability and security testing
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Proposed computing environment

In this section, we give a high-level overview of the multi-agent system paradigm we suggest. A proposed
approach for attaining high levels of interaction is to use a range of agent designs (simple, learner and model-
based agent). A multi-agent system can achieve its distinguishing attribute of cooperating and working in sequence
by breaking down the overall job (classification) into smaller, more manageable jobs and distributing them to
agents (MAS). In this study, a highly interactive MAS was created. The five agents that make up this MAS each
have their own unique architecture and work together to meet the system's goals and score highly. Three separate
classification algorithms were employed to accomplish the assignment, producing a system with a wide range of
classifications with varied degrees of accuracy that may be utilised to enhance the decision-input quality. maker's
The data from three separate agents, each of which has run its own algorithm, may be used to significantly increase
the DM agent's prediction capacity. The first learner will utilise the Random Forest method to build a training
model for itself. With the aid of this model, we are able to forecast and obtain a unique result, X (Algorithm (3.4)).
The second learner creates its own training model using naive Bayes. With the aid of this model, we may perform
the prediction process and generate an original output Y [19-22].

Input: array of features

Qutput: X

1 receive dataset from preprocessing agent.
2 reading dataset.

3 set a last attribute as a class.

4

5

convert class attribute from numeric to nominal.
split the dataset to training dataset & testing dataset.

6 specifving the number of instances for training.

7 creating size of instances for training (0-train size).
8 creating size of instances for testing (train size -end )
9 set the classifier (rf) for Random Forest.

10 set the parameters for Random Forest for training.

11 Training.
12 Testing.

13 evaluation

14 Saving T. model in DB.

15 Receiving array of features from DM agent.
16 Predicting

17 Send the result of predicting to DM aent
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Figure 4 ; proposed method
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This algorithm has a number of useful characteristics that could be used in discrete time. It is also a dynamic
system that generates complex sequences that behave randomly easily and simply, its signal is not random but it
is deterministic, it has a high sensitivity of initial conditions so any change in initial conditions creates another
sequence, and finally it has random behaviour in the particular space [24]. The 3D Logistic Formulation logistic
map that the formula as stated as follows model. Using this model, we can perform the prediction process and
get a unique output Y . xi+1 =2Axi (1- )+ Byi 2 + xi + azi 3 (7) yi+l = Axi (1- ) + Bzi 2 + xi + axi 3 (8) zi+1 =
Axi (1-x) + Bxi 2+ xi + ayi 3 (9)

Security testing

The DHKE is suggested to be updated in this study. This modification was based on a novel optimization problem
that was developed utilising the optimised discrete logarithm functions (ODLFs), which are given in the following
description(The Optimized Discrete Logarithm Function) (The Optimized Discrete Logarithm Function). Let ¢
be a generator element of the prime field Fp and let h be a nonzero element of Fp. The ODLF function finds the
greatest or minimum exponent for the bivariate function alx1+a2x2 such that (g) max or min(alx1+a2x2) h. (mod
p). Here is a description of the simplex-based Optimized Diffie-Hellman Key Exchange (ODHKE). using as
public domain inputs the huge prime p and the generator element g of a prime [23-25].

5 | ox 5 | S oL e RHS |
S i | o I | b 0 b |
S5 €1l ¢ o | 0 I
S Cet o 0 0 | e
o 1) -2 0 | 0 0 0
Fable 2. A Initial values of objective function and constraints for Bob
S Rl S2 Su RHS
oo VI Y - U i S ESESOVUS] [ I
o | o 0 1 0 b
S Cat | ca 0 0 1 b

In this study, a convolutional neural network and long short-term memory network-based intrusion detection and
classification model is suggested. The design primarily consists of four parts: data gathering, data processing,
classification model using convolutional neural networks and long short-term memory networks, and judgment-
based decision-making. In Figure 5, the preprocessed data are first flattened into a 1-dimensional array, then the
data are mapped from low-dimensional to high-dimensional through two layers of 3*3 convolution operations,
and the height*width is 6*6 channels, feature maps of 64 and 128, respectively, in which the meaning of the data
represented by different dimensions is also different; finally, after the maximum pooling operation, the size of the
pooling kernel is 2*2, and the height*width is 6*6 channels.
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The convolutional layer, which comes before the connection layer in the CNN component, is in charge of
extracting the data's features. The conventional approach involves connecting the completely connected layer after
gathering the features, followed by activation classification, but the fully connected layer also includes training
and testing computations. The number of parameters affects speed, and if there are too many;, it is simple to overfit
the data that CNN extracts and feeds into the LSTM model [26-30].

Figure 5 ; CNN model
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Exploratory Data Analysis is beneficial for machine learning issues because it helps to increase the assurance that
future outcomes will be reliable, correctly interpreted, and applicable to the required business settings. Only when
the raw data has been confirmed and examined for abnormalities, confirming that the data set was accurately
acquired, can such a level of certainty be attained. EDA aids in discovering ideas that 36 were not obvious or
deserving of further study to researchers and business stakeholders. A data mining approach called Data
Preprocessing entails putting raw data into a comprehensible format. Real-world data is frequently inaccurate and
lacking in specific behaviours or trends. It is also frequently inconsistent and incomplete. The research was
processed in the manner described below.

Findings

e  Missing Values : It was discovered that there are few occurrences with null values, as per our EDA step. As
aresult, this becomes a crucial stage. We will categorise our instances according to the location and date, and then
replace the null values with the corresponding mean values to impute the missing information. Feature
Expansion:Date feature can be expanded to Day, Month and Year and then these newly created features can be
further used for other preprocessing steps.

e  Dummy variables : These are made artificially to represent attributes that have two or more separate
categories or levels . However, because there are 16 different values, our single feature will now be changed into
16 different features, which leads to the curse of dimensionality. Each instance will have one feature with one
value and the remaining fifteen features with zero values [31-33].

e Handling Class Imbalance: During the EDA process, we discovered that our data collection is incredibly
unbalanced. Due to the fact that our model doesn't learn much about the minority class, biassed findings are
produced by unbalanced data. We ran two tests, one using data that was oversampled and the other with data that
was undersampled. \

o Undersampling: To get rid of instances of the majority class, we used Imblearn's random under sampler
library . In order to minimise information loss, this elimination is based on distance.

e  Oversampling: To create synthetic instances for the minority class, we employed Imblearn's SMOTE
approach. The minority class's subset of data is used as an example before additional artificial instances that are
comparable to it are produced.
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For modelling the link between a scalar output and one or more explanatory variables, it uses a linear approach
(also known as dependent and independent variables). Simple linear regression is the situation where there is only
one explanatory factor. In linear regression, linear predictor functions are used to model relationships, with the
model's unknown parameters being estimated from the data. These models are referred to as linear models. The
conditional mean of the response is typically considered to be a linear function of the values of the explanatory
variables (or predictors); the conditional median or another quantile is occasionally employed. In common with
all other types of regression analysis, linear regression concentrates on the conditional probability distribution of
the response given the values of the predictors rather than the joint probability distribution of all these variables,
which is the purview of multivariate analysis. Therefore, anytime we typically talk about machine learning, we
are aware that there is data that has both features and labels. We then input this data into our machine in the hopes
that it would predict the labels of fresh data based on its features. We can create a best fit line using a method
called Simple Linear Regression, like in the prior scenario. However, this line would be more accurate if one
additional detail had been supplied. Here, labels are referred to as dependent variables and characteristics as
independent variables. Prices are the dependent variable in this case, whereas the independent variable is the area.
The method we previously used to plot the graph will now be slightly altered. Here, the X-axis will now reflect
the areas of the homes, while the Y-axis will show the prices of the homes. This will result in a 2D graph [34-36].

FIGURE 6; Plot of statistical data dependency
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Result and discussion

When rating classification models, the following metrics are reported. The proportion of accurate results to all
instances is what constitutes accuracy. Aim for a high accuracy rate, accuracy is calculated as the number of
accurate predictions divided by the number of data points. The classifier's advantage over a random prediction is
measured by a single score called the log loss. By comparing the probability of your model's outputs to known
values, the log loss gauges the uncertainty of your model (ground truth).. For the entire model, you want to reduce
log loss as much as possible.Precision is the ratio of accurate outcomes to all positive findings. The proportion of
all accurate outcomes that the model returns is known as recall. The F1-score is the weighted average of accuracy
and recall between 0 and 1, with 1 being the optimal F-score.

Random splits are unavailable for some types of data. If we want to train a model for weather forecasting, for
instance, we can't arbitrarily divide the data into training and testing sets. This will cause confusion in the seasonal
pattern! Such information is typically referred to as "time series." In these situations, a time-wise split is used.
The training set may consist of information from the last three years and the first ten months of the current year.
During the last two months, the testing or validation set may be distributed. Additionally, the concept of window
sets is used, in which the model is continually trained up to a specific date and then assessed on succeeding dates
so that the training window keeps expanding [37-40].

One of the most effective methods for obtaining a stable model is Bootstrap. Considering that it adheres to the
idea of random sampling, it is comparable to the random splitting approach. A sample size must be chosen in the
first stage (which is usually equal to the size of the original dataset). After that, a sample data point from the initial
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dataset must be picked at random and added to the bootstrap sample. The sample has to be added to and then
reinserted into the original sample. It is necessary to perform this procedure N times, where N is the sample size.
Probabilistic measures consider both the complexity and the performance of the model. The degree to which a
model can account for data variation is determined by its complexity. For instance, a neural network has a
relatively high complexity level compared to a strongly biassed model like the linear regression technique. It's
also vital to remember that only data from the training set is used to compute model performance for probabilistic
metrics. Typically, a hold-out test set is not necessary The fact that probabilistic measurements do not take into
account the models' uncertainty and have a tendency to favour simpler models over complicated models has
certain drawbacks, though. Since the bootstrap sample is produced by sampling data points from the original

dataset with replacement, it is a resampling approach. In light of this, the bootstrap sample can change in FIGURE
7 [41-44].

Figure 7; usability testing plots
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For instance, if we are finding frauds in bank data, the ratio of fraud to non-fraud occurrences can be 1:99. As a
result, the model will shown to be 99% accurate by accurately predicting that no test case will contain fraud. The
model, which is 99.9% accurate, will be totally useless. If a model is improperly trained and concludes that none
of the 1000 (let's say) data points are fake, it will miss out on the 10 fraudulent data points. The model successfully
predicted 990 data points, making its accuracy (990/1000)*100 = 99%, according to an evaluation of accuracy.
Precision is thus a terrible indicator for the model's health.

We established two benchmarks for comparison: feature extraction and classification, in order to evaluate our
detection methodology on malwares. On the same dataset, the experiment carries out three malware detection
tasks. The findings are displayed in figure 8. The outcomes clearly show that Approach B's malware detection
method surpassed Method A's and Method C's in terms of accuracy, recall, F1, and kappa. Particularly, Method
A has attained 98% accuracy, which is particularly important for actual malware detection because
misclassification has a large cost.

Since our approach relies on machine learning principles, we also employ the model evaluation method to examine
the outcomes of our tests. For a more complete evaluation, we used the following main measuring metrics in this
study: accuracy, precision, recall, F1, kappa, and ROC curve. Based on the correspondence between the actual
class and the predicted class, we may divide the sample set into four groups in a binary classification task: true
positives (TP), false positives (FP), true negatives (TN), and false negatives (FN) [45-46].Accuracy is determined
by how much of the whole sample is made up of accurate samples. For a sample set D, the accuracy is given.
precisely what is it? Recall is described thusly. Added performance indicators comprise. The receiver operating
characteristic (ROC) curve is created by choosing the specificity (false-positive rate) and sensitivity (true-positive
rate) as the horizontal and vertical axes, respectively. The corresponding area under the receiver operating
characteristic (ROC) curve is one of the most used metrics for probabilistically evaluating the efficacy of
classifiers (AUC) [47-48].

Figure 8; security testing plots
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Conclusion

One of the most crucial aspects of e-commerce websites is security testing due to the handling of sensitive data
and personal information. A security issue will unavoidably arise on an e-commerce website because of its
enormous visibility, data, and information. the process of examining the security of an e-commerce website and
the parts of it that hackers and other malicious users regularly target, such as the shopping cart, payment gateway,
etc. An e-commerce website must go through comprehensive security testing to ensure that any data leak is
prevented. Security testing should be performed by a team of certified testers with relevant industry experience.
The information on the products they wish to buy is what visitors to e-commerce websites are seeking for. But
only websites that can make this procedure as quick and easy as possible are of interest to them. They have a hard
time with websites that are difficult or take a long time to load. Typically, it takes less than 10 to 15 seconds for
users to leave a website that doesn't provide them anything of value. In a similar vein, most users will leave a
website that takes more than three seconds to load in favour of a more useful alternative. As a result, an important
aspect of interface design is ensuring sure a website is useful. Testing a website's usability only entails looking for
outstanding usability. Testers should thus ensure that it keeps users on the website for a longer period of time.
This overall paper emphasizes ion statistical feature selection based approach for usability testing of several
systems and malware patch detection for security testing in e-commerce.
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