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Abstract

In this paper, a new multidimensional public key cryptosystem is proposed using split quaternion algebra.
The proposed cryptosystem is not fully fit without Circular and Convolution Modular Lattice. Also, in
our scheme the decryption failure is reduced due to non-commutative algebraic structure. The proposed
cryptosystem are more resistant to lattice- based attacks and more capable for protocol design.
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1 INTRODUCTION

Cryptography is basically a process which relates to data communications, authentication and
authorization, integrity and privacy guarantees can be givenin addition. We use it in banking or
other business sector or even in the rail- way reservation. Also we are using daily the cryptography
is in social work, such as an ATM card to deposit cash into your account and to get cash money.

Modern telecommunication networks especially, the Internet, mobile-phone, have extended the
possibilities of communications and information transmissions, which is a cryptographic technique.
Focus on being intensive research activities in the study of cryptography.

In Mid-1990, a software company, which was one of the few bits of the cryptosystem, needs to be
based on the system processor and the small numbers. Then three mathematicians, Jeffry
Hoffstein, Jill Pipher and Joseph Silverman [2] suggested a new cryptosystem, NTRU (Number
Theory Re- search Unit), which was presented in 1998 completely. NTRU is classified asa lattice
based cryptosystem since its security is based on a class of arithmetic operations but it is not based
on integer factorization and discrete logarithm problem. It is very efficiently performed with
insignificant storage and time complexity [1]. This property made NTRU very suitable choice
for a large number of applications, such as mobile phones, portable devices, low- cost smart cards,
and RFID devices [3].
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After identification of NTRU as a secure and safe core, several researches were carried out on
generalization of NTRU algebraic structure to different Euclidean rings from Z including GF (24[x]
and generally Dedekind domain like ZJ[i], Z[2] and Z[w] [4,5,6]. Although generalization of
NTRU to GF (29[x] in [GOS02] never had a desirable result and was broken soon after [5],
however,it resulted in a better understanding of the NTRU cryptosystem and suggestedthe idea of
replacing NTRU algebraic structure with other rings, free modulesand algebras.

NTRU relies on two fundamental concepts: according to the first concept,this cryptosystem has
acquired its inherent security from intractability of the Shortest Vector Problem (SVP) in a certain
type of lattice which is assumedto be a NP-Hard problem. From this aspect, NTRU is different
from all known cryptosystems like RSA or ECC. According to the second concept that hasnot
been considered in the sense of algebraic generalization, is the possibilityof decryption failure,
which may lead to the concept of provable security. In NTRU, decryption failure arises from the
fact that there is no well-defined and non-trivial homomorphism between two rings Z, and Zq as
well as the polynomial rings Zp[x] and Z4[x].

In this paper, we present our claim about the possibility for replacing Dedekind domains by a broader
algebra and generalizing NTRU cryptosystem based on R-Algebra; which is known as SQTRU. The
main difference between SQTRU and those proposed in [NKMO09, Kou06] is that the underlying
algebra can be non-commutative. The proposed system is high chance for successful decryption.

Also the mathematical base of NTRU in such a way that one can make a similar cryptosystem based
on various algebraic structures with the goal of bettersecurity against lattice attack and/or more
capability for protocol design. It is a multi-dimensional public key cryptosystem based on split
quaternionalgebra, which is broader than Dedekind domain. Its security is depend on underlying
algebraic structure, which a non-commutative. Keeping the positive points of NTRU, and making
it more resistant to some lattice-based attacks.

2. THE NTRU CRYPTOSYSTEM

A simple description of the NTRU cryptosystem is summarized in this section. For more details,
the reader is referred to [1, 10-14]. The NTRU systemis principally based on the ring of the
convolution polynomials of degree N-1 denoted by R = Z[x]/(xN 1). It depends on three integer
parameters N, pand g, such that (p, q) = 1. Before going through NTRU phases, there are four
sets used for choosing NTRU polynomials with small positive integers de-noted by Lm, L, Lg and
L, of R. Itis like any other public key cryptosystem constructed through three phases: key generation,
encryption and decryption. c

Key Generation: To generate the keys, two polynomials f and g are chosenrandomly from L
and Lg respectively. The function f must be invertible. The inverses are denoted by F, , Fq €R, such
that:

Fp ¢« T =1 (mod p) and Fq « T=1(mod q)
The above parameters are private. The public key h is calculated by,

h = pFq *g(modaq) )
Therefore, the public key is {h, p,q}, and the private key is {f, Fp}.
Encryption: The encryption is done by converting the input message to a polynomial m Ly,

and the coefficient ofgn is reduced modulo p. A randompolynomial r is initially selected by the
system, and the cipher text is calculated as follows,
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e =r+h+m (mod q).

Decryption: The decryption phase is performed as follows: the private key,f, is multiplied by
the cipher text e such that,

a = f e (mod Q).

a = fx(r«h + m) (mod q)

a= fxhsr +fx*m (mod q)
a=pfxFgxgx*r+fxm(modq)a
a=p.g *r + f *m (mod Q).

The last polynomial has coefficients most probably within the interval [g/2, +g/2],which eliminates the need
for reduction mod g. This equation is reduced also

by mod p to give a term f *m mod p, after diminishing of the first term

p.g *r. Finally, the message m is extracted after multiplying by F,%, as wellas adjusting the resulting
coefficients via the interval [—p/2, p/2).

3. A Brief Introduction to Split Semi-quaternionAlgebra

In 1849, James Cockle introduced the set of split semi-quaternion. The set dsplit semi-quaternion
is four dimensional non-commutative and associative algebra with zero divisors. It has also nilpotent and
idempotent elements. The real algebra of co-quaternion is denoted by Hss. Some definition and theorem
used in proposed cryptosystem:

Split Semi Quaternion Algebra A split semi-quaternion q is an expressionof the form
g=a+aii+ag+ask

,where ap, a1, az and as are real numbers and i, j, k are quaternionic units with the properties that
the set of all split semi-quaternion is denoted by Hss. We express the basic operations in terms of i,

_]T, k.The addition becomes as

(a0+21i+a2j +a3K)+(bo+b1i+b2j+b3K) = (a0+bo)+(ar+b1)i+(az+Db2)j+(as+b3)k.
and the multiplication as

(a0+a1i+j +a3k) (bo+b1i+b2j +b3k) =
(aobo)+(albo+aob1)T+(azbo+aobz)_]T+(a3bo—azb1+alb2+ao) . Also, this can be written as

a, 000

aa 00

a, 0 a, 0

a, —a, a, a,

Given g=ap+a 1i+a ,j +a sk, ao is called the scalar part of g, denoted by S(g)=agand a 1i +a o +
a 3k, ag is called the vector part of g, denoted by V (q) = a1l + azj + ask.

The conjugate of q is

g = a —ai- a - ax.

The norm of q is Nq=qq=qq=a0*
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4. Proposed Scheme:

In order to obtain a full understanding of how the proposed cryptosystem works, the algebraic structure
for key generation, encryption and decryption, is designed as follows. At the beginning, the parameters
N, p, q have the property that N is an integer, p and g are relatively prime, and in all the algorithms, the
parameter m represents either p or g depending upon which one is passed into the function.

4.1 Key Generation Phase:

To generate the public key, two small split quaternion F and G are randomly generated, such that
F = fo + f1.i + f2.j + fa.k, such that fo, f1, f2, f3 € L¢
G = go + g1.i + g2.j + gs.k, such that go, 91, 92,93 € Lg

The split quaternion F must be invertible over
-11 -11
7z i =2 M A= G e
o[X1/ X" - o[XI/ X7 =

After generation of F and G then the inverses of F is denoted by F, and Fq and the inversesof G is
denoted by G, and Gq will be computed in the following way

A, =( ).

Fq= (fo?+f12-,2-f:2) L 0 (fo-fr.i-F2.j-Fa.K) = (cto+au.it oz.j+ a3.K) and
Go= (9o?+91°-02%-03%) " 0 (Qo-01.i-02.j-03.K) = (Bo+Pu.i+ P2.j+ Pa.K)

Now, the public key is calculated as follows:
H =F -Gq (mod q)

Here

F = Fo + F1.i + F2.j + Fz.k,
Gq = Bo + Bj_l + Bz] + ng
Now

F °Gq = (Fo + F..i + Fz.j + F3.k) °(Bo + Bl-i + sz + B3k)
= (Fo *Po —F1 %P1 + F2 * B2 + F3 * B3)

+ (Fo *PB2 —F1 * B3 + F2 *Bo + F3 *B1).]

+ (Fo * B3 + Fy * B2 —F2 * B1 + F3 *Bo).K,

The split quaternions F, G, F, and Gq will be kept secret in order to be used in the decryption phase. It is
obvious that the estimated time to generate a key for the proposed scheme is 16 times slower than that of
NTRU, when the same parameters (N, p and q) are selected for both cryptosystems. However, with a
lower dimension N, we can achieve the original NTRU speed.

As already described, the new system is a four dimensional vector space over the real fieldR of real
numbers with a basis {1, i, j, kK}. Hence, if one chooses the coefficients of i, j and k to

be zeros in the commutative quaternions F and G, then the system will be completely similarto NTRU.
Moreover, this choice of zero coefficients for j and k will produce a cryptosystembased on complex
numbers. Finally, if one of the coefficients of i, j or k is equal to zero, then we obtain a tridimensional
scheme.

4.2 Encryption Phase:

At the beginning of the encryption process, the cryptosystem initial generates a random splitquaternion
which is called the blinding split quaternion. Incoming data must be converted into a split quaternion
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including four small polynomials with four dimension 1, i, j, k. Data conversion into polynomials is
performed exactly similar to the NTRU system. The incoming data can be generated from the same or
four different sources but transformed into split quaternion based on a simple conversion. After the
conversion of the incoming message(s) into split quaternion, the ciphertext will be computed and sent
in the following way

Let plaintext message,

And blinding quaternion
M = mo + may.i + ma.j + mz.K,where, mg, mz, Mz, M3 € L.

¢ = @o + @1.i + @2.] + @3.K,where @o, 01, P2, p3 € L.
Now create a random split quaternion
R = ro + ri.i + ra.j + rak,
where, ro, 1, I2, I3 € L.

and

v = yo + yui + ya.) + ya.k,where, yo, y1, y2, y3 € Ly,

Hence the encryption function is

E=po°yH-R+M

Encryption needs split quaternion multiplication including 256 convolution multiplications with O(N?) complexity, and 4
polynomial additions with O(N) complexity. In the encryption phase, a total of four data vectors are encrypted at
once.

4.3 Decryption Phase:

After receiving the cipher text E, the original message is constructed as follows. The private
key F and G is used to find B:

B=F;°G-°E (modQq)

The coefficient of B should be reduced mod q into the interval (g/2;g/2]. The next stepin
the decryption process is to calculate the split quaternion D. D = F Gy B (mod p).

4.4 How Decryption Works:

B =Fq°G °E (mod q)
=(Fqg°Geo(p.p°ey°H° R+ M))modq
=(FgeGep.gpeoyo(FoGg)°R+Fg°M >G)mod q
=(FgoF op.oeoy°GoGg°R+Fq°M °G) mod g
=(p.o°y°R+Fg°M >G)mod q

Since

D =F -G, B (mod p)
=F°Gpeo(p.peoy R+ Fq°M °G)(mod p)
=FoGpep.oeoyoR+F oFqoGp oG >M(mod p)
The term (F <G, e p.g ey ° R) will be vanishing after reducing mod p, to obtain the term
(F °Fq °Gp°G°M).

Since, Fy Fo=1(mod q) and G, G = 4(mod p), normalizing the result into the interval (
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p/2 + p/2] yields the original message M. Therefore, the decryption speed is half the encryption
speed because decryption includes 32 convolutions product. This is clearly analogous to the
NTRU cryptosystem.

5. PERFORMANCE ANALYSIS:

After comparing NTRU to other cryptosystems, such as RSA and ECC, which are based
on the number theoretic problem (e.g., factorization and discrete logarithm) [10], NTRU
was found to have an advantage over them due to its fast and low space storage arithmetic
operations. This turned NTRU into a very suitable choice for a large number of applications.

5.1 Computational Complexity:

For encryption, one split quaternion multiplication is needed in addition to 256 convolution
multiplication and 4 polynomial addition both with O(N) complexity. In the encryption
phase, any incoming data is converted into polynomial with coefficients between —p/2 and p/2.
In other words, mo, mi, mz and ms are small polynomials mod q.

5.2 Security Attacks:

(). Brute Force Attack: Compared to NTRU, to improve the privet key f, an attacker
has to try using all possible f€L¢ in an attempt to check if g v mod g has small polynomial
coefficients or not. Another way is to try all possible § Lg and check if fh™* mod g has
small coefficients. In proposed cryptosystem, the attacker uses the same procedure, where he
knows all the public parameters and constant dr ,dg, dr, p, g and N. The attacker needsto
look in the space of large order to be able to look in the spaces L¢ and Lg, as follows:

N N—df+14 N!
|Lf IZ = 8 4
d, d, d,P(N-2d,)!

|I_l_N“ N-dg)* N!
9" \dg dg) d (N -2dg)

The space of L+ is a bigger than the space of Lg. For this reason, it is easier for the attacker to search in L.
By using the brute force attack, an attacker can break a messageencrypted by proposed cryptosystem. This
can be done by searching in the space L, because E = HR + M (mod q) is known. If the attacker has an
ability to find the random split quaternion R then he will be able to find the original message by calculating
M=E-HR (mod q). It is obvious that in a brute force attack, the security of any message depends on how
hard it is to find R. The order of the space L, is calculated using the same approach of calculating the order
of L¢ and Lg

This comparison shows that proposed cryptosystem is more robust to this attack than NTRU.

(b). Lattice based attacks: It is known that every split quaternion is isomorphism to amatrix
called the fundamental matrix given in below:
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q=0,+0,i+0,j+0k =

G 4 —0Q
ql qO qS

q2 q3 qO
O =0, G,

The system parameters (ds, dg, dr, p, g, N ') are known to the attacker as well as
the public key H = F < Gq = hg + hii + hyj + hsk. When the attacker manages to find one of the split
quaternions F or G, the proposed cryptosystem is broken. Note that, ho, h1, h2 and hs are polynomials of
order N over Z[x]/(xN 1). We also represent those polynomials in their isomorphic representation as

vectors over ZN as follows:

Os

—0;
—O

Qo

H=hg + hii + hzj + hzk = [ho hi hs h3]

ho = h0,0 + h0,2.x2 + ho,N —2.X

[ho,0 ho,1

h1=h1,0 +h1,1.x+h12.x% +h1 N-2xN"2 + h1 N-1.xN~

[h1,0 h11

h2 = h2,0 + h2,1.x + h2.2.x2 + h2, N —2.xN 72

[h20 h21

h3 = h3,0 + h3,1.x + h3.2.x2 + ha N —2.xN 72

[h3,0 h31

Since the polynomial ring Z is isomorphic to the circulant matrix ring of order N overZ, the
polynomials ho; hy; h, and hs can be represented in their isomorphic representation for lattice analysis

as:

h(D o =

With respect to the above assumptions, to describe the partial lattice attack first, let the split
quaternions F and G be represented by F = [fo, f1, f2, f3], and G = [go, g1, 92, gs] where fo, f1, 2, f3, go,
In order to feEm th& lattiee, the vectors[uo, Ui, Uz, Us, Vo, V1, V2, V3] must

91,02, 0s  Z[x] (x
belong to Z8N,

ho,2

h1,2

h2,2

h3,2

e hn s

Mg geeeeonen M s
e h,
e hs

1),

N—2

+ hQ,N —1.xN _1,

ho,N—2 ho,N —1] € ZzN

hi,N—-2+hi1N-1] € zN

h2,N—2+ h2 N —1] € ZN

h3 N-—2+h3 N-1] € zN

where i=0,1,2,3.

Journal of Pharmaceutical Negative Results | Volume 13 | Special Issue 9 | 2022

+ h2,N—1.x

+ h3,N —1.X



This lattice is denoted by Lpartia anddefined by:

A - lanxan Hanxan
Oanxan q * lanxan

Where, I refers to the identity matrix, O is the zero matrix, and H is the fundamental matrix of hi's. Lpartial
contains a vector in the form

[Uo, U1, Uz, Us, Vo, V1, V2, V3] € Z8N | that satisfies FH = G. However, there is a major difference between
NTRU and SQTRU (split quaternion) lattices, such that all points spanned by the SQTRU lattice simply
includes a partial subset of the total set of vectors satisfying G.H=F.

Let [uo, U1, Uz, Us, Vo, V1, V2, V3] denote the vector satisfying G.H =F,
then [—ua, Uo, —us, U2, —Vv1, Vo, —V3, V2] is the answer. Also, since iG.H = iF, €
therefore, Lpariar Will not necessarily contain such vector.
The attacker may manage to use the lattice reduction algorithm [6, 14]
to find a short vector satisfying G.H = F. However, even with
such promising assumption, L partialhas a dimension that is four times
larger than the lattice dimension of NTRU with the same order N.

Therefore, for any chosen parameters (N, p, q) to be used in proposed cryptosystem, the
system will be four times slower than NTRU with the same parameters. However, the SQTRU
security is four times as that offered by NTRU with the same parameters. On the other hand,
NTRU with 4N dimensions is sixteen times slower with respect to computational time than
NTRU with N dimensions. Therefore, SQTRU has a security advantage over NTRU.

6. Successful Decryption:

Probability of successful decryption in proposed scheme is calculated in the same way as NTRU
and under the same assumptions considered in [9] ahd [12]. Mofeover, for Successful
decryption in proposed scheme, all coefficients of Fq G E = (p.¢o v R+Fq M G)modg.
Hence, we obtain

B: =(po°y°R+F;°M -G) modq
=bg + b1.i + sz + bs.k

Where

bo= p(@oworo — @1yiro + @2y2ro + @1wsro — @owil1 — @1yol1 + @2ysrs — @ayar1 + Qoyals —
Q1yar2 + @ayor2 + @ayirz + @owars + @1yars — @2yars + @awors) + fgomoego — fgimigo +

fgamogo + fgqimsgo — fqomaig:s — fqimog: + fgomsg: — fgsmog: + fgomagz — fqimsgz +
fgamog2 + fgamigz + fqomsgz + fgqimzgs — fgamsg: + fgamogs

b1= p(@owor1 — @1wir1 + @2war1 + @1yars + eoyaro + @1yWolo — @2y3lo + @awalo — Gowars +@1ysrs — @2yor3
— Q3W1ls + Qoyalz + @1yar2 — @2yir2 + @ayor2) + fgomeg: — fqumag: + fgomags + fgamsgs + fgomago +
fgamogo — fg2mago + fgamago — fqomaga + fgqimags — fgamogs — fgamigs + fqomagz + fgim2g2 —fgam1g:
+ fgzmog2

b2= p(Qowor2 — Q1y1r2 + @2w2r2 + @1War2 — EoW1rs — @1Wols + @2yars — @ayara + Goyaro — @1Waro + @2yolo +
Q3y1ilo + @oyars + @1yart — @awirs + @ayori) + fgomogz — fqimigz + fgqomogz + fqimsgz — fgomags —
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fgqimogs + fgamsgs — fgamags + fgomaego — fqimsgo + fgqzomogo + fgzsmago + fgomsgas + fqumaeg: —
fgam1g: + fgamog:

bs= p(@owors + @awars — @1yirs + @1yars + @owirz + @oyirz + @2yar2 + @ayars — @oyars + @1yars — @2yor1
— @3yl + Qoyslo + Q1y2ro — G2y1lo + @3yoro) + fqomogo — fqimigs + fgomegs + fqimsgs + fqomag, +
fgomig2 + fgamsgz + fgamags — fgomzg: + fgimsg: — fgamog: — fgsmig: + fgomasgo + foqimago —
fgamigo + fgzmogo

p(f, ==t pf —p-T LA pg g N2
r\lij — _N’ r\lij — - N ~N' [ - N
dg dg N—2dg
P (9, =) =R (g :_1):Wzﬁ’ P(9;;=0)= N
d¢ d¢ N—2d¢
Pr(¢i,j:1):Pr(¢i,j:_1):Wzﬁi Pr(gi,jzo): N
dw d(p N—2d¢,
Pr((oi,j=1)=Pr(¢i,j=_1)=WzW' Plr(@i,jzo)= N
d d, N-2d,
Pr(ri,j=1)=Pr(ri,j=_1)=ﬁzW’ Pr(ri,j_o)_ N
L 1 . . —p+1 +p-1
P(m . .=j))=—,1=012,3 =
(M ;= 1J) ) ] 5 5
where
fo=0fo firrr final i=0123

9 =[9i0: Gizrre Ginal i=0123
¢ =140 410 Pinal 1=0123
@ =[¢i,0’¢i,11"""(pi,N—1] i=0123
=[G higeenlinal i1=0123

Under the above assumption, we get E[f;;]1=0, E[gi;]=0, E[hi;]=0, E[m;;]=0.
Therefore, we have

E[bi;j]=0, i=0,1,2,3, j=0,...... N-1.

In order to calculate Var[b;;], analogous to NTRU, it is sufficient to write

8d,d,d, . _
Var[¢i’j’.¢k‘,.rmvn]=N—;" ikm=0,123 jI,n=0,....,N-1.
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ded,(p+2)

,j=0,123 KkI=0,....,N-1,
6N

Var[f,, .m;.9,,1=
As a result,

Var[box] = Var[Y i+j=k(p(@oworo —@1wiro + @2yaro + @1yaro — Qo1 — @1yor1 + @ayars —@ayar1 + Goyar2 —@1yar
+ @2yor2 + @ayirz + @oyars + @1yars — @2yars + @ayors) + fqomogo — fqimigo + fgamago + fgqimsgo — fqomig:
—fgimoga + fgomsg: — fgsmaga + fgomagz — fgimsg. + fgamog2 + fgsmage + fgomsgs + fqimags — fgzmsga)

Upon inversion of Var[g;.¢.I,,] ad Var[fqik.mjll.gm]n] values, we obtain

_ 64x8p*d,d,d, . 32d,d,(p-1)(p+1)

N 3
_ 512p*d,d,d, . 32d,,d,(p-1)(p+1)
- N 3

Similarly, we have
Var[b, ]=Varlb, ]

512p*d,d,d, N 32d,d, (p-1)(p+1)

=Var[b, ]~
by ]~ 3
-q+1 +0-1

It is desirable to calculate the probability that a;k lies within PR , which implies successful

decryption. With the assumption that a;j x have normal distribution with zero mean and the variance calculated

as above,

-1
P = 2¢(q—) —1, where ¢ denotes the distribution of the standard normal variable and
o

\/512 p’d,d, d, , 32,4, (p-D)(p+1)
O =
N 3

Assuming that bj « ’s are independent random variables, the probability for success decryption in new scheme
can be calculated through the following two observation

1. The probability for each of the messages m0,m1, m2 and m3 correctly decrypted is

g-1
24— -D"
o
2. The probability for all the messages mO,m1, m2 and m3

e
O

8. Conclusion
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In this paper, the NTRU public key cryptosystem is based on the abstract algebraic concepts and does
not limited to Dedekind domain or commutative rings. These concepts can be applied to broader algebras
like split quaternion non-commutative algebra in order to createa new NTRU-like cryptosystem To
prove claims proposed, we have shown that the fundamental concepts behind NTRU could be extended
and generalized and then an abstract construction method have been proposed, on the basis of which, a
NTRU-like cryptosystem can be correctly implemented with an algebraic structure broader and more
complex than the polynomial rings over Dedekind domains. Our proposed cryptosystem works based on
split-quaternion algebra and due to its non-commutative nature, it can hardly be attacked by the existing
lattice attack algorithms.
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