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Abstract

More dependable and powerful anti-spam filters were urgently needed as the quantity of spam, or unwanted email, increased.
Spam emails are detected and filtered effectively using contemporary machine learning techniques. We give a thorough
analysis of a few well-liked machine learning-based spam filter systems. Our study provides a summary of key theories,
experiments, results, and future directions for spam filtering work. In the study's backdrop, an initial study looks at how
machine learning techniques are used by top Internet service providers (ISPs) including Gmail and Yahoo junk mail filters to
filter email spam. Discussion of the overall spam filtering process shows that several researchers have tried to use machine
learning approaches to reduce spam. In this analysis, we contrast the pros and cons of current machine learning for solving
spam filtering issues. Keywords — Machine Learning, E-mails, Spam Filtering, research.

l. Introduction

Rapid technological advancement is occurring. Letters were the primary mode of communication for many years
before it transitioned to wires and then, more recently, to other formats including messages, calls, SMS, and so
on. A person transmits 75 messages each day, such as SMS texts. Every day, around 300 billion communications
are sent, most of which are spam. Spam email is basically unsolicited, undesired mails that are distributed widely
and clog mailboxes. Most of these communications are links to products that we might purchase and use to
consume our own information, or they may be links and connections. On occasion, certain consumers' carelessness
can make huge harm. Spam emails affect email traffic in addition to filling your mailbox with useless content. In
Walk 2021, spam messages made up 45.1% of incoming messages. To put it simply, such messages may be
dangerous and frustrating.

Crucial and important communications are ignored since the mailbox is 85% full of junk. Numerous analysts are
developing various methods to find solutions to these problems and ensure correspondence. Important and
worthwhile messages are referred to as "ham," just as unwanted emails are referred to as "spam."

Numerous methods have been developed to categorise such spam and junk mail. The combination of natural
language processing and machine learning is however one method. It is feasible to categorise emails and create a
model that can recognise spam emails by text classification techniques like stemming, lemmatization, svm
algorithm, etc.

In this review, we developed a model that would categorise communications as either spam or ham depending on
their content. When evaluating the proposed study, execution-related assessment metrics like exactness were taken
into consideration. The analysis' findings supported the claim that the suggested study was very precise.

Il. Literature Survey
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The author of this study [1] authors have discussed the background and provided an explanation of the logistic
regression idea. In any case, he provided detailed information on parallel strategic relapse. He also explained other
types of calculated relapse, such as paired strategy relapse, multinomial computed relapse, and ordinal calculated
relapse. This paper's main goal is to evaluate the interaction between the independent variable's effect and the
dependent variables' influence. The dependent/target variable of the author's study, which involved 300 people
from Ankara University, was critical thinking.

Author "Liu Lei" demonstrated how this model ‘logistic regression’ have been used to effectively and swiftly
diagnose breast cancer in this research [2]. He used a breast cancer dataset and a logistic regression model. When
"Maximum Textured" and "Max Perimeter" were used as the model's inputs, the author achieved the results with
the highest accuracy (96.5%). On the other hand, when "mean texture" and "mean radius" were used as inputs for
the model, accuracy was 90.48%. As a result, selecting a better set of characteristics will result in more accurate
results.

The primary goal of this article [3] is to identify spam texts. To do this, vectors that identify comments as spam
or not were created by taking into account ambiguous remarks with increased punctuation, word-stopping
segmentations, non-ASCII letters, newlines, capital text, and inflammatory terms. They also included a stop
keyword ratio, that is the amount of stop letters divided by total of words in the remark, as spam comments
frequently contain repeated terms. This improved categorization precision. For the purpose of removing comments
that are unrelated to a certain context, they finally supplied comment similarities and topic similarity. The authors
also demonstrated that their method improves the decision tree classifier's performance.

The authors of this study [4] defined Term Frequency Inverse Document Frequency and described the operation
of TI-IDF. They also spoke about the Tl-advantages IDF's and disadvantages as well as solutions for each. They
first gathered data from several domains and eliminated trace keywords from the data, after which they analysed
the data using TI-IDF and reported the findings. The findings were given with the terms and their TF-IDF scores
for various domains. Parts, presidency, years, and marketing were the most popular keywords from the domains
".business,” ".com,"” ".edu," and ".org."

In order to identify spam communications, the authors[5] of this paper employed Random Forest and Term
Frequency Inverse Document Frequency. The UCI Machine Learning Repository was used to get the information.
They underwent some pre-processing before utilising TI-IDF, such as eliminating trail words. The authors
evaluated many classification algorithms after applying T1-IDF and discovered that Random Forest offers superior
accuracy, sharpness, and F-measure in comparison to other classification techniques.

In this paper[6], the writer put up a concept for combining deep neural networks and Tensor Flow to identify spam
emails. This model illustrates the benefit of autonomous neural networks using a language approach. This study
also looked at a number of publicly accessible datasets and described the model's fundamental structure. They
also exposed several open research issues with spam filtering.

Spam filters only function to examine incoming data for undesired (Spam) or desirable content (Ham). Different
kinds of filters have been developed by numerous researchers [7]. The model presented in this study makes use
of Nave Bayes and natural language processing. To record and monitor spam and ham communications, a database
is kept and a Bayesian spam filter is trained. Tokens are used to separate communications, and when a library of
tokens has been created using a filter, messages may be evaluated. In order to preserve the spam filter's efficacy,
the model additionally adds a threshold counter.

Data is categorised into categories using a variety of spam categorization techniques. [8] 2016's Emmanuel,
Gbengadada, and Joseph These categories include artificial neural networks, support vector machines, random
decision trees, and probabilistic methods. When used in conjunction with a content-based filtering method that
detects particular traits, such classification methods have been demonstrated in the literature to be effective at
reducing spam (keywords used inside spam emails). The frequency with which each characteristic appears in
emails is used to calculate the likelihood of each feature in an email, which is compared to a threshold number.
Email communications that have more recipients than allowed are considered spam.

Before using an aggregate method—a voting classifier—the dataset was put through a variety of experiments,
including label encode, tokenization, stemming, stop word removal, and feature creation. [9].The model's trials
successfully classify the data set in every instance. The algorithms utilised in this investigation produced findings
with high accuracy. The Support Vector Classifier, however, outperformed all other tests with an accuracy of
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98.49% in predicting spam messages. The accuracy of the other techniques is equivalent, with a variation of about
3% [10][11].

Ill. Materials and Method

Dataset

Accurate spam detection was the major objective of our study. We used the "Spam Detection Collection Dataset"
from Kaggle.com for this. There are 5574 messages in the dataset that include the categories legitimate/Ham or
spam. The collection contains 5574 messages, from which 4825 were valid communications and 747 are spam.
The texts were gathered from a variety sources. The dataset is in the form of .csv(comma separated values) file.
The dataset is then converted into dataframes with the help of panda library present in python. Below is the
screenshot of the dataset used [12][13].
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Packages

We acquired a number of files to complete our project. To process the data, it was essential to import the "pandas"
package. The "get dummies" method was used to turn the category data into measurement items with the values
0 and 1. When processing tests using the "nltk" package, methods like "stopwords," "porterstemmer,"
"tfidvectorizer" are developed. The text data was processed using the "re" (Regular Expression Operations)
package as well. The "train test split" and "logisticRegression" routines came from the package "sklearn.” The
data were divided into training and test datasets using the "train test split" function, and the prediction model was
created using the "logisticRegression” function [14][15].

Logistic regression is among the most effective and probabilistic methods for categorising communications. In
the event of classifying a dataset which has been defined as a spam base, logistic regression is the most adaptable
decision-based technique for detecting spam emails from this type of dataset. In order to conduct a fundamental
test on a given data distribution, logistic regression finds and computes various statistical ranges, including the
standard deviation and mean. Additionally, it generates the useful information for operations like word and
character counts, max and min operations. The logistic regression method receives the outcomes of these tests
once they are made and delivered, and it has a tendency to correlate the findings. A fundamental tool in statistical
analysis, logistic regression seeks to forecast the value of data using a previous distribution and observations. One
factors is correlated with one or more other dependent variables using the logistic regression procedure
[16][17][18].

Flowchart
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IV. PROPOSED ANALYTICAL APPROACH

1. Analysis Statistics
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Naive Bayes

Classification Accuracy: 81%
== Confusion Matrix =

a b <-- classified as

SMO

Classification Accuracy: 88.5 %
=== Confusion Matrix =

a b <-- classified as

cd45

Classification Accuracy: 90.5 %
== Confusion Matrix =

a b <-- classified as

Classification Accuracy: 80%

Classification Accuracy: 91.25 %

56 5 |a=spam 47 14 | a=spam 574 a=spam
33106 | b=ham 9130 | b=ham 15124 | b=ham
Bayesian Network k-NN (k=1) k-NN (k=3)

Classification Accuracy: 94.5 %

www Confusion Matrix ===
a b <-- classified as

=== Confusion Matrix ===
a b <-- classified as

=== Confusion Matrix ===
a b <-- classified as

58 3 |a=spam 102 15 | a = spam 58 3 a=spam
37 102 | b= ham 20 263 | b= ham 8 131 | b=ham
Neural Network Decision Table

Classification Accuracy: 93%
=== Confusion Matrix =

a b <-- classified as

56 5 |a=spam

8 131 b=ham

Classification Accuracy: 88 %
=== Confusion Matrix ===

a b <-- classified as

45 16 | a=spam

8 131 | b=ham

2. Data preprocessing

Five columns made up the dataset, three of which were empty, and none of the columns were given the proper
names. These three columns were eliminated since they had no use, while the other two were given new names.
Because machine learning algorithms perform best when given quantitative data, columns having category
"spam/ham" values were transformed into numeric values. The "get dummies™" method of the "pandas" package
was utilized for this.[19][20][21].

Label encoding is the process of transforming a value's numerical representation to one that is machine readable.
Machine learning algorithms can choose how to use these labels after conversion. A basic component of
supervised machine learning is this phase.[22].

2.1. Stop Words Removal

The messages (emails in the dataset) must be legible for a machine to comprehend, examine, and perform natural
language processing mostly on data. Since computers cannot comprehend human speech, we must pre-process
the data in order to make it comprehensible to computers. We must remove the extraneous information from the
dataset in order for it to be intact. "Stopwords" are these extraneous words.

Ignore words include phrases like "is," "are," "and," "as," etc. In NLP and even text mining, ignore words are
frequently employed to weed out pointless information.

2.2. Stemming

Stemming is the process of getting a word back to its original form, generally by deleting a suffix. The procedure
is sped up since the vocabulary space is reduced. It is an additional technique for normalising sentences for
machines.

Stusious Stucies ‘

Stuwyng Soudty

- | Studi

Journal of Pharmaceutical Negative Results | Volume 13 | Special Issue 10 | 2022




Fig 1 Stemming
2.3.TF-IDF

Due to the fact that the machine learning algorithm just functions on numeric input, we must now transform the
text information to vectors. Frequency-inverse document frequency will be used to describe this (TF-IDF).

The word "frequency" is used to determine how often a phrase appears inside a text (TF). It may be computed by
dividing a word's occurrence by the total number of words contained in the given document. Imagine that we are
attempting to locate the TF for the term "Health," which appears 20 times in a manuscript with 1000 words. As a
result, the TF for health in this study will be 0.02. Since certain meaningless words may occur frequently in a
paper while still have little importance, the frequency of words alone does not offer a trustworthy indicator. Inverse
document frequency (IDF) is used to address this problem since term frequency treats all words alike even if each
word has a distinct meaning. IDF aids in lightening the weight of words that are used often across the document
collection. The log of a total amount of documents divided by the total number of files containing a certain phrase
is used to compute the IDF. The IDF of A and and B will be 1og(100/10) = 1 and log(100/60) = 0.22 in the provided
sequence if, for example, A appears in 10 out of 100 documents and B appears in 60 out of 100 documents. The
inverse document frequency is calculated by multiplying the term frequency (TF) by the inverse document
frequency.

3. Implementing the algorithm

During cleaning and preprocessing, the "train test split” function can be used to separate the dataset into training
and test data. To integrate the data for training in the model and evaluate if the mail is spam or not, we must
install the logistic regression method from the "scikit-learn” module in addition to the performance measurements.
In this work, we used the logistic regression method to categorise data. Logistic regression is a fantastic method
for predictive modelling that forecasts probability for classification problems with a variety of potential outcomes.
Logistic regression, which is similar to linear regression, generates an S-shaped line with an output of either 0 or
1. This S-shaped curve is created via logistic regression using a sigmoid function. Logistic regression in the model
will tell us if the email is spam or ham. If the value is 1, it would be spam; if it is 0, it would be ham.

Fig 2 Logistic Regression

V. RESULTS
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° input_mail = ["We are glad to share this exciting opportunity with your esteemed campus.”]

# convert text to feature vectors

input_data_feature = feature_extraction.transform{input_mail)
# making prediction

prediction = model.predict(input_data_feature)
print(prediction)

if (prediction[8]==1):
print('Ham mail')
else:

print('Spam mail')

o (1

Ham mail

As we can see in the above image we have inputted a testing mail which is “We are glad to share this exciting
opportunity with your esteemed campus”. We are putting the mail in the trained model. If the output is ‘1’ that
means it is a Ham mail and if the output is ‘0’ that means it is a spam mail. As we can see the output of the trained
model is ‘1° which is ham mail. The trained model is predicting the mail correctly.

VI. CONCLUSION

In this, we took into account the broad uses of NLP for spam identification. We also discussed the meticulous
process the algorithm uses to categorise communications as spam or junk mail. Performance measurements were
included to assess the model's accuracy. In the coming, we would be able to use neural networks and supervised
neural algorithms to determine if a specific message is spam or not. In natural language processing, deep learning
surpasses other traditional machine learning methods, but it needs a large amount of dataset to provide accurate
results. The suggested spam detection and email filtering system can be further enhanced in the domain of internet
security because natural language processing is still a relatively unexplored research area.
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